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DETAILED ACTION 
Specification 

1 . The title of the invention is not descriptive. A new title is required that is clearly 
indicative of the invention to which the claims are directed. 

Claim Objections 

2. Claim 10 objected to because of the following informalities: "To select said 
trusted time source a date and a time" is ungrammatical. Appropriate correction is 
required. 

Claim Rejections - 35 USC §112 

3. The following is a quotation of the first paragraph of 35 U.S.C. 112: 

The specification shall contain a written description of the invention, and of the manner and process of 
making and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the 
art to which it pertains, or with which it is most nearly connected, to make and use the same and shall 
set forth the best mode contemplated by the inventor of carrying out his invention. 

4. Claim 21 rejected under 35 U.S.C. 112, first paragraph, as failing to comply with 
the enablement requirement. The claim(s) contains subject matter, which was not 
described in the specification in such a way as to enable one skilled in the art to which it 
pertains, or with which it is most nearly connected, to make and/or use the invention. 
"Preventing changes to the system clock" includes preventing changes to the hardware 
making up the system clock, which is not enabled by the invention. "Preventing 
changes to the system clock" also includes preventing the operating system or 
hardware from incrementing the system clock's time value, which is not enabled by the 
invention. 

5. The following is a quotation of the second paragraph of 35 U.S.C. 112: 
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The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

6. Claims 1-21 rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. Claims 1 and 9 recite the limitation "said certificate" in line 8. 
There is insufficient antecedent basis for this limitation in the claims. 

7. Claim 7 rejected under 35 U.S.C. 112, second paragraph, as being indefinite for 
failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. "Combinations of said plurality of characters" is an indefinite 
limitation. Examiner suggested inserting "all" before "combinations." 

8. Claim 21 rejected under 35 U.S.C. 112, second paragraph, as being indefinite for 
failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. "Changes to the system clock" is an indefinite phrase 
because it can denote either any change in the time value of the system clock or any 
change in the hardware making up the system clock. 

Claim Rejections - 35 USC § 102 

9. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

10. Claims 1-6, 8-11, and 15-21 rejected under 35 U.S.C. 102(b) as being 
anticipated by Fischer (US005422953A). 
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11. As per claims 1 and 9, Fischer discloses a computer means (Figure 3, element 
1), a trusted time source (Figure 3, elements 12 and 14), an API means (column 4, lines 
49-53; column 7, lines 51-53; and Figure 2, element 26), an appending means (column 
7, lines 13-20 and 53-56), and a saving means (Figure 1, element 4; column 7, lines 13- 
20 and 45-48; and column 8, lines 47-57). 

12. As per claim 10, in addition to the teachings applied above, Fischer discloses a 
system clock (Figure 3, elements 12 and 14), an operating system means (column 3, 
lines 25-30), an application (column 8, lines 23-26), and a providing step (abstract; 
column 4, lines 49-53; column 7, lines 51 -53; Figure 2, element 26; and column 1 1 , 
lines 56-60). 

1 3. As per claims 2 and 1 1 , in addition to the teachings applied above, Fischer 
discloses a means for signing said saved file (column 7, lines 6-19 and column 8, lines 
47-57), a means for hashing (column 7, lines 6-19 and column 8, lines 47-57), a means 
for signing said digest (column 7, lines 6-19 and column 8, lines 47-57), and a means 
for appending (column 7, lines 6-19 and column 8, lines 47-57). 

14. As per claim 3, in addition to the teachings applied above, Fischer discloses a 
means for verifying (column 6, lines 43-58; column 7, lines 59-62; and column 8, lines 
64-68). 

15. As per claim 4, in addition to the teachings applied above, Fischer discloses a 
means for signing said saved file (column 7, lines 59-62 and column 8, lines 64-68). 
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16. As per claim 5, in addition to the teachings applied above, Fischer discloses that 
said ID is selected (column 6, lines 12-14; column 7, lines 6-19; and column 9, line 63 to 
column 10, line 2). 

17. As per claim 6, in addition to the teachings applied above, Fischer discloses that 
said ID corresponding to a system used by said user is elected (column 5, lines 64-68 
and column 7, lines 6-19). 

18. As per claim 8, in addition to the teachings applied above, Fischer discloses a 
real time clock (Figure 3, elements 12 and 14 and column 3, lines 61-64) and a battery 
(column 4, lines 10-15). 

19. As per claims 15-20, in addition to the teachings applied above, Fischer 
discloses that the said moment in time corresponds to an access (column 7, lines 13- 

19. 51-59, and 63-67), a creation (column 7, lines 13-19), a modification (column 7, 
lines 51-59), a receipt (column 7, lines 63-67), a saving (column 7, lines 51-56), and a 
transmission (column 7, lines 63-67). 

20. As per claim 21 , in addition to the teachings applied above, Fischer discloses the 
step of preventing changes to the system clock (column 3, lines 16-20 and 31-35 and 
column 5, lines 48-58). 

Claim Rejections - 35 (JSC § 103 

21. The following is a quotation of 35 U.S.C, 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to \Nh\ch said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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22. Claim 7 rejected under 35 U.S.C. 103(a) as being unpatentable over Fischer 
(US005422953A) as applied to claims 1-6, 8-11, and 15-21 above, and further in view of 
Ballard (US005910988A). In addition to the teachings applied above, while Fischer 
discloses a user ID (Fischer - column 6, lines 12-14; column 7, lines 6-19; and column 
9, line 63 to column 10, line 2), Fischer fails to expressly disclose that the user ID is 
selected from the group consisting of a plurality of characters, an Iris scan, a retina 
scan, a finger scan, a hand geometry, a voice, and a signature identifying said user or 
combinations thereof. However, Ballard discloses this feature (Ballard - column 6, lines 
33-36 and 45-50 and column 14, line 62 to column 15, line 9). Therefore, it would have 
been obvious to one of ordinary skill in the art at the time the invention was made to 
modify Fischer by selecting the user ID from this group consisting of various forms of ' 
biometric data as per the teachings of Ballard. One would have been motivated to do 
so in order to verify the identity of the user (Ballard - column 14, line 62 to column 15, 
line 9) and to combine digital time notarization into a digital signature operation (Fischer 
- abstract). 

23. Claims 12-13 rejected under 35 U.S.C. 103(a) as being unpatentable over 
Fischer (US005422953A) as applied to claims 1-6, 8-11, and 15-21 above, and further 
in view of Aisenberg et al (US006209090B1 ). In addition to the teachings applied 
above, while Fischer discloses pluralities of time-date stamping instances (see 
repeatable time-date stamping operation in Fischer - abstract) and a plurality of 
application calls unrelated to the operating system means (Fischer - column 8, lines 23- 
26), Fischer fails to expressly disclose a first plurality of operating system calls which 
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are unrelated to the application and a second plurality of operating system calls relating 
to the application. However, Aisenberg et al discloses these features (Aisenberg et al - 
column 10, lines 8-35). Therefore, it would have been obvious to one of ordinary skill in 
the art at the time the invention was made to modify Fischer by including two pluralities 
of operating system calls respectively unrelated to and related to the application as per 
the teachings of Aisenberg et al. One would have been motivated to do so in order to 
allow a time stamp to be requested in a variety of settings (Aisenberg et al - column 10, 
liries 8-35). 

24. Claim 14 rejected under 35 U.S.C. 103(a) as being unpatentable over Fischer 
(US005422953A) as applied to claims 1-6, 8-1 1 , and 15-21 above, and further in view of 
McCall et al (US005970146A). In addition to the teachings applied above, while Fischer 
discloses a trusted time source (Fischer - Figure 3, elements 12 and 14), Fischer fails to 
expressly disclose the step of providing a tamper-evident means for labeling this time 
source. However, McCall et al discloses this feature (McCall et al - column 4, lines 51- 
67 and claim 7). Therefore, it would have been obvious to one of ordinary skill in the art 
at the time the invention was made to modify Fischer by applying the tamper-evident 
label taught by McCall et al to the trusted time source. One would have been motivated 
to do so in order to protect the time source from duplication and from tampering (McCall 
et al - column 4, lines 51-67). 

Conclusion 

25. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 
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a. 


Fischer (US5001752) 


b. 


Byrd (US6081899A) 


c. 


Walker et al. (US5923763A) 


d. 


III— A i/ii r" ^ r\ A ^ ^ A \ 

Huber et al. (US5781630A) 


e. 


Hartman, Jr. (US5500897A) 


f. 


Haber et al. (US-00RE34954E) 


g. 


Blandford (US5189700A) 


h. 


Haber et al. (US5136647A) 


i. 


Durst et al. (US5022080) 


j- 


Zabetian (US2001 /001 1 350A1 ) 


k. 


Epstein (US6601172B1) 


1. 


NissI et al. (US6530023B1) 


m. 


Epstein (US6490355B1) 


n. 


Fischer (US6408388B1) 


0. 


Levine(US6393566B1) 


p. 


Van der Kaay et al. (US6393566B1) 


q. 


Walker et al. (US6263438B1 ) 


r. 


Kotani(US6253331B1) 



2. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to James Curcio whose telephone number is 703-305- 
8887. The examiner can normally be reached on Tuesday through Friday from 7:00 am 
to 5:00 pm. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron, can be reached at 703-305-1830. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 

James Curcio , . >, 



February 12, 2004 
AU2132 



GILBERTO BARRON " 
SUPERVISORY PATENT EXAMINER 
TECHNOLOGY CENTER 2100 




